accordance with its assigned statutory responsibilities. The information in this publication, including concepts and 59 methodologies, may be used by federal agencies even before the completion of such companion publications. Thus, 60 until each publication is completed, current requirements, guidelines, and procedures, where they exist, remain 61 operative. For planning and transition purposes, federal agencies may wish to closely follow the development of 62 these new publications by NIST.
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Audience 107
The main audience for this publication is IoT device manufacturers seeking a better 108 understanding of how to identify the appropriate cybersecurity features for their IoT devices, or 109 wanting a common language for communicating with others regarding these features. A 110 secondary audience for this publication is IoT device customers (i.e., individuals and 111 organizations) that want to specify which cybersecurity features they need from IoT devices 112 during their evaluation and acquisition processes. features and key elements should be added, removed, or changed, and why? 127 3. We have received considerable feedback that the lack of transparency into the 128 characteristics of many IoT devices can make it harder to understand and address the 129 cybersecurity risks for those devices. Feedback on how useful the communication 130
considerations outlined in Section 6 may be for consumers and manufacturers, as well as 131 how the considerations can be improved, is particularly important. 132
Trademark Information 133
All registered trademarks and trademarks belong to their respective organizations. The overall objective of this publication is to provide voluntary guidance for IoT device 137 manufacturers to help in identifying and planning device cybersecurity features for their 138 products. A key motivation for developing this publication is also to help address the problem of 139
IoT devices being compromised by attackers and joined to botnets, where they can be used to 140 perform distributed denial of service (DDoS) attacks. Report to the President. The road map also sequenced the tasks; before assessment, labeling, or 166 awareness initiatives could begin, a core cybersecurity feature baseline that could be considered 167 common across all IoT devices was needed. The road map called on NIST, in collaboration with 168 stakeholders, to define this core cybersecurity feature baseline as a key action to promote raising 169 the basic cybersecurity features of IoT devices and harmonizing across sectors. [5] 
This draft document defines the core cybersecurity feature baseline for IoT devices, and it also 172 outlines practices for secure software design and development that can improve the security of 173
IoT devices. This content helps address three of the botnet roadmap tasks: "Define Core Security 174 Capability Baseline," 2 "Enable Risk Management Approach to IoT Security," and "Publish Best 175
1
The term "baseline" should not be confused with the low, moderate, and high control security baselines set forth in NIST Special Publication 800-53 [4] to help federal agencies meet their obligations under the Federal Information Security Modernization Act (FISMA) and other federal policies. In this document, "baseline" is used in the generic sense to refer to a set of foundational requirements or recommendations. 2 The roadmap referred to "capabilities"; to avoid confusion with the use of "capabilities" in other NIST documents, this publication uses the word "features" instead. The meaning is the same. In 2017, Executive Order 13800, Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure [1] , was issued to improve the Nation's cyber posture and capabilities in the face of intensifying threats. The Executive Order tasked the Department of Commerce and Department of Homeland Security with creating the Enhancing Resilience Against Botnets Report [5] to determine how to stop attacker use of botnets to perform DDoS attacks. This report contained many action items, and this document fulfills two of them: to create a baseline of cybersecurity features for IoT devices, and to publish cybersecurity practices for IoT device manufacturers. The usage of the term "baseline" in this document should not be confused with the low, moderate, and high control security baselines set forth in NIST Special Publication (SP) 800-53 [4] to help federal agencies meet their obligations under the Federal Information Security Modernization Act (FISMA) and other federal policies. In this document, "baseline" is used in the generic sense to refer to a set of foundational requirements or recommendations.
Publication Structure

308
The remainder of this publication is organized into the following sections and appendices: 309
• Section 2 summarizes key points from NIST Internal Report (IR) 8228 that are 310 prerequisites for understanding the rest of this publication. 311
• Section 3 discusses considerations for IoT device manufacturers when identifying the 312 cybersecurity features their IoT devices will provide, based on the manufacturers' 313 determination of likely cybersecurity risks their device customers will face. 314
• Section 4 defines the core baseline of cybersecurity features that acts as a starting point 315 for identifying features for IoT devices, as explained in Section 3. 316
• Section 5 explores considerations for manufacturers implementing cybersecurity features 317
for IoT devices. 318
• Section 6 explains the need for communication with customers regarding cybersecurity 319 risk mitigation, and provides examples of the types of information to be communicated 320 and how it could vary for different customers. 321
• Section 7 briefly discusses secure development practices for manufacturers that help 322 improve the security (reduce the prevalence of vulnerabilities) of IoT devices. 323
• The References section lists the references for the publication. 324
• Appendix A provides an acronym and abbreviation list. 325
• Appendix B contains a glossary of selected terms used in the publication. 326
Background 327
This section summarizes context and key points from NIST IR 8228 [3] A number of privacy efforts, including the NIST Privacy Framework (https://www.nist.gov/privacy-framework), are currently underway that are likely to inform needed IoT device features to support privacy. While the core baseline includes cybersecurity features that also support privacy, such as protecting the confidentiality of data, it does not include noncybersecurity features that support privacy.
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The Core Baseline for IoT Devices 497
To provide manufacturers a starting point to use in identifying the necessary cybersecurity features for their IoT devices, this section 498 defines a core cybersecurity feature baseline (core baseline), which is a set of technical features needed by a generic customer to 499 support common cybersecurity controls that protect the customer's devices and device data, systems, and ecosystems as described in 500 Section 2. The core baseline's role is as a default for minimally securable devices, meaning that cybersecurity features will often need 501 to be added or removed from an IoT device's design to take into account the manufacturer's understanding of customers' likely 502 cybersecurity risks. Also, the core baseline does not specify how the cybersecurity features are to be achieved, so manufacturers who 503 choose to adopt the core baseline for any of the IoT devices they produce have considerable flexibility in implementing it to effectively 504 address customer needs. Section 5 provides additional considerations for feature implementation. 505 Table 1 defines the cybersecurity features in the core baseline. Each row defines a feature and provides a numbered list of key elements 506 of that feature-elements an IoT device manufacturer seeking to implement the core baseline must meet in order to achieve the feature. 507
(Note: the elements are not intended to be comprehensive, nor are they in any particular order.) The third column explains the rationale 508 for needing the feature and its key elements to be included in the core baseline for the generic case. Finally, the last column lists 509 reference examples that indicate existing sources of IoT device cybersecurity guidance specifying a similar or related cybersecurity 510 feature. Definitions of selected terms from Table 1 , the terms that are underlined, are provided after the table. 511
Each feature and key element in the core baseline stems directly from the contents of Section 4 of NIST IR 8228, and the core baseline 512 addresses the most common issues in IoT devices based on its findings. See NIST IR 8228 for more details on the rationales behind 513 everything in the core baseline.
[3] 514 • This feature supports asset management, which in turn supports vulnerability management, access management, data protection, and incident detection.
• The unique logical identifier can be used to distinguish the device from all others, usually for automated device management and monitoring. The unique logical identifier can also be used for device authentication.
• The unique physical identifier can be used to distinguish the device from all others whenever the unique logical identifier is unavailable, such as during device deployment and decommissioning, or after a device failure.
• BITAG [9] 1. The ability to change the device's software and firmware configuration settings 2. The ability to restrict configuration changes to authorized entities only 3. The ability for authorized entities to restore the device to a secure default configuration defined by an authorized entity
• This feature supports vulnerability management, access management, data protection, and incident detection.
• Customers often want to alter a device's configuration for a variety of reasons, including cybersecurity, interoperability, privacy, and usability. Without a device configuration feature, a customer can only use a device as-is and cannot customize it to meet the customer's needs, integrate the device into the customer's environment, etc.
• Most cybersecurity features are at least somewhat dependent on the presence of a device configuration feature.
• Unauthorized entities may want to change a device's configuration for many reasons, such as gaining unauthorized access, causing the device to malfunction, or secretly monitoring the device's environment.
• The ability to restore a secure default configuration for a device is helpful when the current configuration contains errors, has been damaged or corrupted, or is otherwise no longer thought to be trustworthy.
• The IoT device can protect the data it stores and transmits from unauthorized access and modification.
1. The ability to use accepted cryptographic modules for standardized cryptographic algorithms (e.g., encryption with authentication, cryptographic hashes, digital signature validation) to prevent the confidentiality and integrity of the device's stored and transmitted data from being compromised 2. The ability for authorized entities to configure the cryptography use itself when applicable, such as choosing a key length 3. The ability for authorized entities to render all data on the device inaccessible by all entities, whether previously authorized or not (e.g., through a wipe of internal storage, destruction of cryptographic keys for encrypted data)
• This feature supports access management, data protection, and incident detection.
• Customers often want the confidentiality of their data protected so unauthorized entities cannot access their data and misuse it.
• Customers often want the integrity of their data protected so it is not inadvertently or intentionally changed, which could have a variety of adverse consequences (e.g., issuing the wrong command to a piece of equipment, concealing malicious activity).
• AGELIGHT [16] 1. The ability to logically or physically disable any local and network interfaces that are not necessary for the core functionality of the device 2. The ability to logically restrict access to each network interface (e.g., device authentication, user authentication) 3. The ability to enable, disable, and adjust thresholds for any ability the device might have to lock or disable an account or to delay additional authentication attempts after too many failed authentication attempts
• Limiting access to interfaces reduces the attack surface of the device, giving attackers fewer opportunities to compromise it. For example, unrestricted network access to an IoT device enables attackers to directly interact with the device, which significantly increases the likelihood of the device being compromised.
• • This feature supports vulnerability management.
• Updates can remove vulnerabilities from an IoT device, which lowers the likelihood of an attacker compromising the device.
• Updates can correct IoT device operational problems, which can improve device availability, reliability, performance, and other aspects of device operation.
• AGELIGHT: 
Cybersecurity Event Logging:
The IoT device can log cybersecurity events and make the logs accessible to authorized entities only.
1. The ability to log cybersecurity events across the device's software and firmware 2. The ability to record sufficient details for each event to facilitate an authorized entity examining the log and determining what happened 3. The ability to restrict access to the logs so only authorized entities can view them 4. The ability to prevent any entities (authorized or unauthorized) from editing the logs 5. The ability to make the logs available to a logging service on another device, such as a log server
• This feature supports vulnerability management and incident detection.
• Cybersecurity event logging provides a record of events that can be useful in investigating compromises, identifying misuse, and troubleshooting certain operational problems.
• CTIA: 4.7, 4.12, 5.7
• ENISA: GP-TM-55 Definitions of selected terms from the table are as follows: 516
• An authorized entity is an entity that has implicitly or explicitly been granted approval to interact with a particular IoT device. 517
The core baseline features do not specify how authorization is implemented for distinguishing authorized and unauthorized 518 entities. It is left to the manufacturer to decide how each device will implement authorization. 519
• Configuration is "the possible conditions, parameters, and specifications with which an information system or system 520 component can be described or arranged." [18] The Device Configuration feature does not define which configuration settings 521 should exist, simply that a mechanism to manage configuration settings exists. 522
• Cybersecurity events are observable occurrences with cybersecurity significance in an IoT device. (This definition is derived  523 from [4] .) 524
• A device identifier is a context-unique value that is associated with a device (for example, a string consisting of a network 525 address). (This definition is derived from [19] .) 526
• An entity is a person, device, service, network, domain, manufacturer, or other party who might interact with an IoT device. 527
• Firmware is "computer programs and data stored in hardware […] such that the programs and data cannot be dynamically 528 written or modified during execution of the programs.
" [4] 529
• An interface is a boundary between the IoT device and entities where interactions take place. (This definition is derived from 530 [20] .) There are two types of interfaces: network and local. 531
• Local interfaces are interfaces that can only be accessed physically, such as ports (e.g., USB, audio, video/display, serial, 532 parallel, Thunderbolt) and removable media drives (e.g., CD/DVD drives, memory card slots). 533
• Local logical access is logical access to an IoT device that does not occur over a network. 534
• A logical identifier is a device identifier that is expressed logically by the device's software or firmware. An example is a media 535 access control (MAC) address assigned to a network interface. 536
• Network interfaces are interfaces that connect the IoT device to networks. 537
• A physical identifier is a device identifier that is expressed physically by the device (e.g., printed onto a device's housing, 538 displayed on a device's screen). 539
• Remote logical access is logical access to an IoT device that occurs over a network. 540
• Software is "computer programs and associated data that may be dynamically written or modified during execution." [4] 541
• An update is a patch, upgrade, or other modification to code that corrects security and/or functionality problems in software or 542 firmware. (This definition is derived from [21] .) 543
5
Cybersecurity Feature Implementation 544
Manufacturers should implement cybersecurity features in ways that will be appropriate for their 545 customers. Two important aspects of feature implementation are defining the specifications for 546 the IoT device hardware, firmware, and software, and understanding how an IoT device may 547 inherit cybersecurity features from the system or environment it is deployed within. This section 548 discusses these aspects in more detail. 549
Device Specifications
550
Manufacturers properly provisioning device hardware, firmware, and supporting software to 551 provide the necessary cybersecurity features will help make the devices more securable. The 552 following considerations for manufacturers are suggestions and are not comprehensive: 553
• Select or build a device with sufficient hardware resources (e.g., processing, memory, 554 storage, network technology, power), as well as firmware and software resources, to 555 support the desired features. For example, encryption is processing-intensive, and a 556 device with limited processing might not be able to support encryption that customers 557 need. Some devices cannot support the use of an operating system or Internet Protocol 558 (IP) networks. 559
• Be forward-looking and size hardware resources for potential future use. As an example, 560 if a device has a 10-year lifespan, it may be necessary to update the encryption algorithm 561 or key length the device uses, and the new algorithm or key length may make encryption 562 more processing-intensive. 563
• Use hardware-based cybersecurity features. An example is having a hardware root of 564 trust that provides trusted storage for cryptographic keys and enables performing secure 565 boots and confirming device authenticity. 566
• Do not include unneeded features provided by hardware, firmware, and/or the operating 567 system; if the inclusion of such features cannot be avoided, ensure they can be disabled to 568 prevent misuse and exploitation. For example, if a device has local interfaces on its 569 external housing and the device is likely to be deployed in public areas, possible 570 approaches include offering a tamper-resistant enclosure to prevent physical access to the 571 interfaces, and offering a configuration option that logically disables the interfaces. 572
• Do not force the use of features that may negatively impact operations. A classic example 573 is authentication. Features intended to deter brute force attacks against passwords, such as 574 locking out an account after too many failed authentication attempts, can inadvertently 575 cause a denial of service for the person or device attempting to authenticate. In safety-576 critical environments, for example, such disruptions to access may not be acceptable 577 because of the danger they would cause. Customers often need flexibility in configuring 578 such features or disabling them altogether. 579
Manufacturers may want to consider using an established IoT platform instead of acquiring and 580 integrating hardware, firmware, and supporting software components (e.g., operating system). 581
An IoT platform is a piece of IoT device hardware with firmware and/or supporting software 582 already installed and configured for a manufacturer's use as the basis of a new IoT device. An 583
IoT platform might also offer third-party services or applications, or a software development kit 584 (SDK) to help expedite IoT application development. Manufacturers can choose an adequately 585 resourced IoT platform instead of designing hardware, installing and configuring an operating 586 system or firmware, creating new cloud-based services, writing IoT device applications and 587 mobile apps from scratch, and performing other tasks that are error-prone and generally more 588 likely to introduce new vulnerabilities into the IoT device compared to adopting an established 589 platform. 590
Whether or not an IoT platform is being used for a device, manufacturers should carefully 591 consider the current status and expected lifespan of any third-party components or services 592 before including them in the IoT device design. Avoid using any hardware, firmware, or 593 software that is no longer maintained. 594
Cybersecurity Feature Inheritance
595
IoT device design processes may determine that certain cybersecurity features can be omitted 596 from IoT devices because equivalent protection will be inherited from elsewhere. For example, if 597 an IoT device is intended for use in an environment with stringent physical security controls in 598 place, a manufacturer might be able to omit restricting access to the device's local interfaces 599 because the facility's physical security can take care of it. On the other hand, an IoT device with 600 a particularly important function might merit keeping cybersecurity features for local interface 601 access restriction in order to provide an additional layer of security against attacks. 602
Another example of cybersecurity inheritance is an IoT device being dependent on an IoT 603 gateway or hub for its communications. Such an IoT device cannot fully function unless it 604 communicates directly with an IoT gateway or hub within its physical or logical proximity, with 605 the gateway or hub acting as an intermediary between the IoT device and other devices or 606 services. "IoT gateway" and "IoT hub" are terms without consistent definitions as of this writing, 607 but what matters is the functionality the gateway or hub provides, not the term used. Most IoT 608 gateways and hubs provide one or both of the following: 1) networking services that connect two 609 networks, usually with different protocols, and restrict the traffic between the two networks; and 610
2) application services that provide command and control functionality for IoT devices. 611
An IoT device that is properly shielded from devices outside its network by an IoT gateway or 612 hub can only be accessed in one of two ways-through the IoT gateway or hub, or within 613 physical proximity of the device-so that IoT device effectively inherits network logical access 614 protection from the IoT gateway or hub. An IoT gateway or hub with application services might 615 also be able to handle cybersecurity event logging for an IoT device, especially if the IoT 616 device's internal cybersecurity events are not deemed significant enough to merit logging. 617
Dependency on an IoT gateway/hub has other positive security implications, such as a greater 618 chance of malicious activity involving the IoT device being detected (because its network traffic 619 passes through the IoT gateway/hub). However, shifting features from the IoT device to an IoT 620 gateway or hub makes the cybersecurity of that gateway or hub critical to the cybersecurity of 621 the IoT device. 622
A final group of examples involves device identifiers. An IoT device fully contained within 623
another IoT device might inherit certain cybersecurity features from the outer device, such as the 624 outer device's unique logical and physical device identifiers. An IoT device that will be deployed 625 in an environment without physical access to the device, such as sensors embedded within a 626 structure or a substance, may not need a physical device identifier because the environment 627 around it provides unique identification for it. 628
These examples help illustrate why the core baseline of cybersecurity features is not intended to 629 be fully adopted by every IoT device; every IoT device has a unique set of expected customers 630 and use cases, and not all features in the core baseline will make sense to use in every situation. 631
It is important that manufacturers explain to customers, in sufficient detail, why any core 632 baseline features have been omitted from an IoT device so customers are aware the features are 633 absent and understand the rationale. 634
Cybersecurity Information to Provide to Customers 635
Many customers will benefit from manufacturers communicating to them more clearly about 636 cybersecurity risks involving their IoT devices. This section provides examples of information 637 that may be particularly beneficial to communicate to customers, especially in enterprise 638 environments. These examples are not unique to IoT, and they will not necessarily apply to all 639
IoT devices a manufacturer produces. However, the information is supportive of and particularly 640 applicable to IoT cybersecurity, and is likely to address cybersecurity challenges currently 641 affecting many IoT devices and customers. 642
Manufacturers should strive to present this information to customers as clearly as possible, in 643 terms the customer will understand, and in logical and physical locations the customer will see or 644
hear it and can readily locate it again whenever needed. Achieving this may require a different 645 approach for different kinds of customers based on their expectations and resources. In some 646 instances, this may mean presenting more or less information based on the customer targeted and 647 their needs. 648
Device Cybersecurity Features: Communicating to customers which cybersecurity features the 649 device provides, especially using common terminology (e.g., the feature names from the core 650 baseline), and how these features may affect risk helps customers better understand how to 651 manage risk for the device. Similarly, if features customers would expect to be provided by the 652 device are not, it would help if the missing features were identified as such so customers could 653 adjust their risk management accordingly. Manufacturers should also explain why the features 654
were not included. 655
For most customers, information on device cybersecurity features is likely to be more useful if it 656 includes an explanation of the assumptions the manufacturer made, such as how the device will 657
be used, what type of environment it will be used in, what cybersecurity features will be 658 inherited from elsewhere (e.g., an IoT gateway), and how responsibilities are expected to be 659 shared among the manufacturer, the customer, and others. 660
Device Transparency: Communicating to customers information about the device's software, 661 firmware, hardware, services, functions, and data types helps customers better understand and 662 manage cybersecurity for their devices, particularly if the customer is expected to play a 663 substantial role in managing device cybersecurity. Important information for customers includes: 664
• Usable information on cybersecurity-related aspects of the device, including device 665 installation, configuration, usage, management, maintenance, and disposal. This 666 information should include the effect on the device if the cybersecurity configuration is 667 made more restrictive than the secure default (e.g., losing some device functionality). 668
• An inventory of the IoT device's current internal software and firmware, including 669 versions, patch status, and known vulnerabilities. The ability to inventory the IoT 670 device's internal software and firmware could be offered as a device feature. 671
• A list of sources of all of the IoT device's software, firmware, hardware, and services.
• Sufficient information on the IoT device's operational characteristics so they can 673 adequately secure the device (e.g., make information on characteristics available on a 674 website; use a standard protocol so devices can provide basic information to authorized 675 parties). 676
• A list of the functions the IoT device performs (i.e., the device should not perform any 677 hidden functions customers would not expect or want). 678
• A list of data types the IoT device may collect and the identities of all third parties that 679 can access that data. 680
• • Set customer expectations on if and when updates will be made available. 688
• Define the circumstances under which updates will be issued (e.g., controlling execution 689 of faulty software, identification of previously unknown vulnerabilities in protocols). 690
• Either inform the customer which entity (e.g., customer, manufacturer, third party) is 691 responsible for performing updates, or give the customer the option to designate who will 692 be responsible. 693
• Notify the customer if installing an update may alter existing configuration settings. 694 Physical Identifier A device identifier that is expressed physically by the device (e.g., printed onto a device's case, displayed on a device's screen).
Remote Logical Access
Logical access to an IoT device that occurs over a network.
Sensor A portion of an IoT device capable of providing an observation of an aspect of the physical world in the form of measurement data. [3] Software "Computer programs and associated data that may be dynamically written or modified during execution." [4] Transducer A portion of an IoT device capable of interacting directly with a physical entity of interest. The two types of transducers are sensors and actuators. [3] Update A patch, upgrade, or other modification to code that corrects security and/or functionality problems in software or firmware. (derived from [21] )
